CRYPTOGRAPHY

INPUT BLOCK

PLAIN TEXT [15:0] munlpe I—;L’:-PHEH [EXT [15:0]

KEY [15:0] ENCRYPTION START_D
— BLOCK T -

START E — —» READY E

CLOCK —n

RESET —




OUTPUT BLOCK

CIPHER TEXT[15:0 PLAIN TEXT [15:0]

KEY [15:0]
DISCRYPTION
BLOCK
START D
CLOCK READY D

RESET
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ENCRPTION ALGORITHM

B=B+S0
D=D+S1

For 1=1 to 20
T=(B*(2B+1))<<5
U=(D*(2D+1))<<5
A=((A xor T)<<U) +S_

C=((C xor U)<<T) +8__

A,B,C,D=(B,C,D,A)
End
A=A+S
42

Loop through linking 20 parts



DISCRYPTION ALGORITM

C=C-543
A=A-542

Fori=20to 1

A,B,C,D = (D,A,B,C)

U = (D*(2D+1)) <<5

T = (B*(2B+1)) <<5

C = ((C — S2i+1) >>T) xor U
A = ((A—S2i)>>U)xor T

End
D=D-SI
B=B-S0

1111

Loop done by linking 20 parts



FLOW CHART




Start_E=1

ENCRYPTION BLOCK

Reset =1

A_final =A+ S
[42]

B_final =B

C final = C+S
[43]

-

If Count<19

Swap
(A,B,C,D)=(B,C,D,A
)

A= ((A xor T) <<U) + S [2i] T=B*(2*B+1) << 4

C=((C xor U) <<T)+ U= D*(2*D+1) <<

S[2i+1] 4




DISCRYPTION BLOCK

Start_D=1

Reset =1

A_final=A
B_final = B -S[0]
C_final=C

D_final = D -S|1]

CIPHER

If Count<1
Count<19 D = D+S [1]

A= A + S[42]
C=C -S[43]

YES

A= ((A - S[2i] ) >>U) XOR T

C=((C - S[2i+1]) >>T) XOR
U

T

T=B*(2*B+1) << 4 Swap
(A, B, C,D)= (B, C,
U=D*(2*D+1) << 4 Q




OUTPUT FSM

RESET =1

CIPHER_TEX
T =

A ETINTAT

\ 4

IDLE

NO

CIPHER TEXT

D FINAL

CIPHER_TEXT
B FINAL

CIPHER_TEXT
= C FINAL



INTENAL BLOCK

D A SAAAP

3 >

- M B_SiaP
@ C_SWAP

O

w D O SWiap

SWAP OPERATION



INTENAL BLOCK

CAREY S4AVE

il 2 SOUT
Bl EE:3
Cl—

- COTT

CARRY SAVE



INTENAL BLOCK
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ENCRYPTOR O/P FSM
KEY SCHEDULING FOR RC6-w/r/b

Inputs:

User-suppled b byte key preload into the c-word array L[O,.....,c-1]
Number r of rounds

Output :
w-bit round keys S[O0,.....,2r+3]

Procedure:

s(0) <= P; -- initialize constant array
1(0) <= (round_keyse +s(0));

s(1) <= 1(0)* s(0)+ q);

I(1) <= (10)+s(1));

In general:
S(i) = 1(i-1) + s(i-1) +q ;
L(1) = 1(1) +s(D);



